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What Was the Initial Purpose of the Bidstream?
Bidstream data
was originally
created for
the express
purpose of
getting the
highest “bid”
price for each
impression a
publisher sells
via real-time
bidding (RTB).

With thousands or even millions of website visitors every
month, publishers process and store a huge volume of
audience information (non-PII) in their databases. The set
of users’ data points are sometimes provided (in the form
of cookies or cookie IDs) to the SSPs (supply-side platforms)
that pass it on to the DSPs (demand-side platforms). More
often than not, the data is passed via the bid request
stream — known as the “bidstream.”
Bidstream data was originally created for the express
purpose of getting the highest “bid” price for each
impression a publisher sells via real-time bidding (RTB). In
other words, the bidstream was created to help publishers
secure higher CPMs/revenue for their inventory.
To assist RTB buyers make more informed decisions
regarding the value of a given impression, publishers
permitted the bidstream to contain valuable audienceand page-level data intended to help prospective buyers
understand the audience viewing the page, as well as the
page context, with the end goal of increasing the buyer’s
bid price for the impression due to the quality of audience
information provided.
This data includes audience data such as cookie IDs,
geographic location, the referring IP addresses and more.
It also includes the publisher’s top-level domain and the
exact URL of publisher’s site and page being visited.
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The Bidstream Process

Image courtesy of IAB
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Audience data is passed
during the process
regardless of the outcome –
even when a paid
impression is not served –
and that’s called

How could a buyer accurately assess
the value of an impression without
detailed information about the
audience and the exact content
of the impression? The answer is
simple – buyers need that bidstream
information to effectively set their
bidding strategy.

DATA LEAKAGE.

If that information is then used for
other purposes (derivative works) that
are not the publishers’ creation and
without the publishers’ knowledge, the
marketplace moves toward a “race to
the bottom” wherein the audience is
bought and sold to the lowest bidder.

EVERYONE

Who Gets Hurt by Misuse
of the Bidstream Data Leakage?
Everyone. The entire publishing ecosystem is being
harmed by misused data leakage in the bidstream.
Companies that misuse bidstream are essentially stealing
data and typically have no “cost of goods”. By “cost of
goods” we mean a) these companies are not paying to
create content that attracts the audience. Publishers
have spent billions to create and maintain content and
decades to build an audience that appreciates and values
that content. And b) these companies are not paying any
licensing fees for the audience data they obtain.
As a result, these organizations are able to sell audience
data for a fraction of actual value because they have made
literally no investment in creating the valuable content that
attracts the audience. This creates a “race to the bottom”
and is destroying publishers’ ability to generate revenue
commensurate with the cost to create and maintain an
audience and thus survive.
Further, the bidstream may be used to obtain information
about specific content pages viewed on publishers’
websites, as well as the end-user companies that consume
the content – to create offerings that compete against
those same publishers whose data may be leveraged
without their consent.
Bottom line: Reducing data leakage will direct buyers to
quality publishers with relevant audiences and content.
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Does Data Leakage Affect B2B Publishers Too?

How can a publisher
compete with organizations
that use site visitors’ data
to compete for the very
same advertising budgets
that support the publisher’s
business?

In short, they can’t.

6

As already noted, this fraudulent
activity within the RTB bidstream
is significantly damaging the entire
publishing community. If the trend
continues, we will only have a handful
of extremely large Context Publishers
and Social Networks left standing.
In B2B specifically, vertical and trade
publishers that represent the most
valuable and hard-to-reach professional
audiences will be the first to be
significantly affected. They simply do
not have the scale to survive this “race
to the bottom.”

For example, there are only approximately 400,000 Human Resources professionals
in the US. Using the bidstream, unethical players can classify and “listen” to the
behavioral signals of this audience and sell that data for fractions of pennies on the
dollar. Again, this is the result of not investing anything into creating the content or
paying for expertise to attract this highly specific audience.
As a result, for the B2B publisher specializing in the HR vertical and spending
millions of dollars to create content and hire experts to serve your audience, they
are unable to compete with this.
Even those B2B publishers that do not participate in any RTB programmatic
selling can be victimized when their audience visits other media brands that are
participating in the process and losing data due to leakage on those sites. See the
example below how the HR audience could lose data when visiting another site.
This is why the current bidstream challenge is so important for B2B publishers to
address. They are on the front lines of this battle and are the first to feel the effects
of data leakage.

Bidstream Data Elements and a Simple Example Use Cases of “Derivative Works”

Image courtesy of Bombora
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ABOUT BPA WORLDWIDE
For 80+ years as a not-for-profit
assurance service provider, BPA was
originally created by advertisers,
advertising agencies and the media
industry to provide third-party magazine
audits and verified audience data used in
the buying and selling of advertising.
Today, in addition to auditing media
audience claims, BPA’s iCompli
service verifies compliance to defined
government, industry, and organizational
standards as well as adherence to privacy,
data protection, and sustainability
guidelines and best practices. Performing
nearly 2,600 audits in over 20 countries,
BPA is a trusted resource for compliance
and assurance services.
The latest innovation to move the
industry forward is the BPA Media
Exchange, an online private marketplace
which offers automated media solutions
for buyers and sellers of digital
advertising.
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BPA Worldwide
Helping to Lead the
Way Forward

To create a path
forward,
BPA Worldwide
is helping to lead
this effort with
a three-pronged
approach.

The first prong is education and
awareness. An “Open Letter to
the Digital Advertising Industry”
(see page12-13) was issued to
address the data leakage challenge
and request industry support in
addition to the 20 publishers,
agencies and platforms that
originally co-sponsored the letter.
More are signing on as they
become aware of the issue.
BPA also hosted two BPA University
virtual town hall meetings on
the subject: “Publisher Data
Leakage & Bidstream” and
“Transparency, Trust &
Transformation - The New
Transparency Standards for
Data Buyers.”
And the Open Letter continues to
gain traction through numerous stories in the trade press including Folio:, MediaPost
and Adweek, and has even garnered the attention of the US Congress.
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The second prong
of the plan is
contractual clarity
and follow through.
BPA is collaborating
with other industry
organizations to
create model contract
language designed
to protect publisher
data across digital technology vendor
agreements. Recently, the CEO and
Founder of Centro, Shawn Riegsecker,
spoke out on the need for stronger
contractual language found within the
Terms & Conditions of every contract.

“There should be language in
the Ts & Cs that says no one is
able to reuse, repurpose, repool,
share data or have anyone
else retarget off of a brand’s
data without express written
consent by the actual brand.”

Riegsecker told the IAB. “And I don’t
want it buried in some form of small, little fuzzy legalese. I want it spelled out because
there are too many companies that are siphoning off data from the bidstream that is
flouting the intent of what the guidelines are that the IAB has established. ” See the full
conversation between Centro and the IAB here.
For the third prong, BPA is interested in working with the industry to develop
bidstream data integrity standards and will launch a certification program for vendors
that desire independent verification of compliance to these new standards.
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UPDATE

In September 2020, the Interactive Advertising Bureau (IAB)
contacted BPA, noting the data leakage topic is relevant and
of high interest to their organization. To better understand its
affects in the industry and to properly inform the Ts & Cs, the
IAB plans to conduct research into the issue to gain as much
input and feedback from the industry on the issues, challenges,
and perspectives from various companies, as well as a potential
solution. With that done, best practices and guidelines will be
developed including Ts & Cs written by BPA’s working group
of Open Letter signatories. From there BPA will develop a
compliance program to certify those organizations that
adhere to the guidelines.
The IAB thanked the entire group (collectively) for raising
this issue and reaching out to them. They concluded saying,
“It obviously is a very important topic and very relevant to
what is going on in DC (in terms of consumer privacy protection).”

Watch this space for more updates on the initiative.
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Open Letter to the
Digital Advertising Industry
June 16, 2020
An Open Letter to the Digital Advertising Industry:
We, the undersigned business publishers, collectively represent the foundation of the digital advertising
industry. We put a significant level of energy and investment into creating compelling content that is the basis
of our relationship with our audience. And our audience relationship is the key asset that creates value for our
customers and for our businesses.
We want to raise awareness of an issue that is putting our key asset at risk. We believe the current system allows
for a significant data breach by companies gaining access to the real-time bidding (RTB) infrastructure (i.e. the
“bid stream”) for the sole purpose of harvesting both publisher-specific and audience-specific data. Further, we
believe the bid stream is being used to obtain information about specific content pages viewed on publisher
websites and the end-user companies that consumed the content to create offerings that compete against those
same publishers whose data may be leveraged without their consent.
To be perfectly clear, without publisher permission, third parties have no contractual right to use this data to
create derivative works from the very assets that publishers have spent decades and billions of dollars to create.
They are being enabled by loose restrictions within some RTB platforms, which may ignore their responsibility
and obligation to the media marketplace.
The publishing industry speaks with a unified voice in saying this practice must stop immediately.
We are asking our customers and the RTB eco-system to respect and protect our most valuable assets. BPA
Worldwide, an assurance organization for advertisers, agencies and publishers, is working with us to bring your
attention to what, we believe, is a significant breach. Our hope is that you share our position, and will join us in
this most critical time for the business publishing industry.
To create a path forward, BPA is leading this effort with a three-pronged approach.
The first prong is education and awareness. This Open Letter is the first step in that process. BPA has also
organized a virtual town hall meeting, “Data Leakage, Bidstream & the Demise of the 3rd-Party Cookie,” for
Wednesday, June 17 at 11am EDT. Register here.
Second is contractual clarity and follow through. BPA is collaborating with other industry organizations to create
model contract language designed to protect publisher data across digital technology vendor agreements.
Third, BPA is developing industry bid stream data integrity standards and will launch a certification program for
vendors that desire independent verification of compliance to these new standards.
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We applaud the undersigned agencies and platforms that have joined us and immediately embraced this effort
with an endorsement. We all have a vested interest, now more than ever, to build on the collective partnerships
of trust and integrity. Credible media brands have played a vital role in the advancement of connecting marketers
with their customers. Maintaining that integrity requires protection of the assets that drive the economic engine
supporting a quality media environment.
We are asking our customers and advertising partners and technology vendors to join us in the effort by simply
adhering to our mutual responsibility.
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BPA Worldwide Data Leakage Initiative
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1

Education — Open letter undersigned by
B2B media owners. BPA University sessions
on data.

2

Contractual Clarity — Collaboration to
create model contract language designed
to protect publisher data across digital
tech vendor agreements.

3

Bidstream Integrity Standards — BPA will
assist in developing industry standards
and launch a 3rd-party certification program
for adtech vendors.

Conclusion:

We’re All in This Together

Credible media
brands have
always played a
vital role in the
advancement
of connecting
marketers with
their customers.

Now more than ever, everyone in the media industry –
publishers, agencies, marketers and adtech firms –
have a vested interest to build on the collective
partnerships of trust and integrity. Centro’s Riegsecker
echoes that sentiment: “I don’t care what your
business model is; I don’t care how you make money.
All I ask is that there is a level of transparency about
your data; about how you collect it; how you use it.”
Maintaining that integrity requires protection of
the assets that drive the economic engine supporting
a quality media marketplace.
We are asking our customers, advertising partners
and technology vendors to join us in the effort by
simply adhering to our mutual responsibility.

To learn more about
DATA LEAKAGE IN THE BIDSTREAM
and add your voice to conversation,
visit www.bpaxchg.com/data-leakage
or contact us at 203-447-2800.
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